GLEN HOUSING ASSOCIATION

57.
I.T  SECURITY POLICY

1.
DEFINITION OF IT SECURITY
Security can be defined as “the state of being free from unacceptable risk.
In Glen Housing Association’s specific circumstances the areas of risk are considered to be:
· Confidentiality of information

· Integrity of data

· Stewardship of physical assets

· Efficient and appropriate use of information and equipment

· System availability/business continuity
2.
REASONS FOR IT SECURITY
The Board of Management and Staff have responsibilities placed on them by law, to preserve the integrity of information and to comply with the General Data Protection Regulations at all times.  In some circumstances the programmes or other material in use may have copyright protection and it is therefore an added responsibility for the Association not to breach this protection.
The hardware, software and data utilised by the Association in its business, represents considerable investments in terms of both financial and human resources, and therefore it is vital that measures be taken to preserve their integrity and confidentiality.
The Board of Management and Staff must at all times follow this security policy.
3.
POLICY AIMS
The aims of this policy are to:
· Provide staff with suitable IT for their working needs, including access to programmes and data they require
· Deny access to data, software and hardware unless a requirement to carry out role within Association 

3.
POLICY AIMS (Continued)

· Prevent unauthorised access to confidential data and vulnerable software 
· Comply with all legal requirements for data protection
· Preserve data for subsequent use – complying with Document Retention Policy
· Protect hardware from theft, fire and other risks
· Minimise the risk of introduction of unauthorised programmes, data, viruses or other risks

4.
PROCEDURES
To achieve these aims the following procedures are required and will be enforced:
4.1
Staff will be given unique user identities which allow access to the system, and are further protected by passwords, which must not be shared or written down.
4.2
Each member of staff will be forced by the system to change their password(s) after 90 days.
4.3
New passwords must be different and should not be around easily guessed themes such as names, birthdays etc – they must be at least 8 characters in length and also be alpha-numeric with at least one Capital letter and two number
4.4
All users must lock their PCs if they leave their desks for any period of time which could allow another user or visitor to be left alone with access to their systems. 

4.5
All users must log out of the system if they:
· Leave the building

· Leave their desks for more than one hour

· Log into another machine

4.6
Any CDs DVDs, USB Flash Drives etc. from any source must be virus checked before being loaded onto one of the Association’s machines. Every PC has a copy of “Trend Micro Security Agent” installed for this purpose.
4.
PROCEDURES (Continued)
4.7
The last member of staff in the office must protect the physical integrity of the IT equipment by:
· Checking all PCs are logged off 
· Checking all printers, photocopiers etc are switched off
· Ensuring all doors and windows are locked and blinds closed

· Ensuring that the building alarm is set

5.
DOCUMENT SECURITY
All users have access to the directories within the Company Drive on the file server (Y:) dependent on their operational requirements.  Files which are deemed by Senior Management to be confidential should be password protected with only the author and typist having access. Documents which are deemed to be final and/or approved should be marked as ‘Final’ which makes them read only.
All documents pertinent to the business of the Association should be saved to the Company Drive (Y:) on the file server so that the system can back up every evening.
All users have access to their own folder within the HomeDir: drive which is exclusive to them but held on the file server and backed up nightly with all other files.
All documents should show a footer which shows the path and file name, to allow other users to track and locate any file.

6.
BACK-UPS
The IT system incorporates a Cloud based back-up facility on the server which copies the entire system each 24 hours. This is an automatic process which happens each night.  There is 24/7 remote monitoring of this procedure with automated failure notices emailed to Brightridge, our I.T Support who can remotely manage any system failures. Additional responsibility for the regular checking of the back-up software rests with the Corporate Manager/Senior Housing Officer.
6 monthly checks are carried out by the Corporate Manager/Senior Housing Officer to ensure the server imaging process we are reliant on is successfully backing up everything on the server.  
7.
VIRUS PROTECTION
The system provides “always on” virus protection and anti-spam software which automatically checks all email and attached files coming into the Association.  Suspect files are automatically deleted or quarantined.
Each PC has its own link to Trend Micro Security Agent which should be used to check CDs, DVDs, USB drives etc before running or downloading.
The anti-virus software automatically updates itself as newer versions of the programme are found and downloaded from the internet.

Despite the measures which have been put in place it is necessary for users to exercise caution when using email and the internet.  New viruses are being created constantly and anti-virus companies cannot adapt their software until they become aware of them.  New viruses therefore continue to flourish, and users must follow the Association’s procedures, as set out in the Communication Tools Policy to protect the integrity of the system.
There are daily occurrences of viruses attempting to enter the Association’s system, and users should not open any email or internet site where there is any doubt as to the authenticity of same.  Emails should be deleted from the user’s inbox without being opened and then permanently deleted from the system.
8.
FIREWALL
The IT system also incorporates an Igaware firewall to protect the fileserver and PCs when connected to the internet.  This is a fully managed service that is regularly updated against the latest known threats. As with the anti-virus software and anti-spam software, this is invisible to the user. 

9.
LAPTOP COMPUTERS
Any laptop purchased by the Association and subsequently issued to Staff has the potential to be used as portable machines, but intended only for business use, i.e. accessing office systems when working off-site or for presentations both internally and externally.  
Any laptop owned by the Association will be protected by password security, however extra care must be taken in the use of this machine, particularly whilst off-site.  Any external discs etc being used should be virus checked using Trend software on one of the office PCs before being loaded onto the laptop.
Laptops may have the function to connect to the main IT network and it is imperative that it does not become a “back door” into the system.  Even if the user never connects to the network with the laptop, a subsequent user could do.  Files from the file server should never be copied to the laptop, other than for specific presentations or specific documents that are not of a confidential nature.  Users must always log off completely from the file server and shut down the laptop as per the procedure for office PCs. 
Users must be mindful of the number of reported instances of laptops being lost/stolen along with the data contained within them. This is an infringement of GDPR and not uncommon for companies involved to be fined by the Information Commissioners’ Office (ICO).  It is therefore a requirement of this policy that all users take every precaution to protect the laptop and its programmes and data content.
Under no circumstances should a laptop be left in an unattended vehicle.

10.
MOBILE PHONES
As with laptops, mobile phones that are purchased/contracted by the Association and subsequently issued to staff for work purposes should be password protected and locked when not in use.  Installation of any applications to the phone from app stores or otherwise must first be approved by the Corporate Manager/Senior Housing Officer.
Mobile phones are used to access the Association’s email system and users must take all necessary precautions to alleviate unauthorised access, i.e. never leave in an unattended vehicle or public place.
11.
PROJECTOR
The Association also owns a projector device which is used in conjunction with the laptop for presentations. This machine does not present any issues to the integrity of the system as it merely displays data sent to it from another machine.  
12.
DE-COMMISSIONING OF COMPUTER EQUIPMENT
Used computer equipment has a negligible value, and the Association’s policy has been to dispose of it either by donating to a reputable charity or for a nominal charge to a Board member or Staff member. 
This is regarded as a responsible way to pass on the use of the equipment to less advantaged bodies and people.  
In doing this the Association will ensure that any data on the machines hard disk drives is protected in the following ways:
· all data will be transferred to the new replacement equipment and;
· data on the machines being disposed of will be completely wiped from the hard drive
The work involved in the above will be commissioned from the Association’s IT support company with a cost gleaned at this stage.  This is the cost which will inform the nominal charge to be made to the appropriate recipient of the equipment.  
If this cost is deemed too expensive, the equipment will be disposed of appropriately through our IT support company and certification of security measures used will be requested.
12.
REVIEW

This policy will be reviewed at least every 3 years.
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